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WHAT IS DATA PROTECTION?





• Every Nigerian has a right to 
privacy because of Section 
37 of the 1999 constitution.

• “ The PRIVACY of citizens, 
their homes, 
correspondence, telephone 
conversations and 
telegraphic communications 
s hereby guaranteed and 
protected”

• The Constitution is the most 
supreme law in Nigeria. The 
provision is not sufficient 
with the rapid manner in 
which technology evolves.



• Nigeria doesn’t have a Data Protection 
Law. There are industry specific laws/rules 
but the most comprehensive NITDA 
Guidelines is still a draft.

• According to a 2017 report, 97.2 million 
Nigerians are connected to the internet.

• How many Nigerians understand the 
concept called “Privacy” ?



Examples of the type of personal data collected 
in Nigeria

Offline Online

● Name
● Fingerprints
● Facial photographs
● Residential address
● Telephone number
● Health information

● Name
● Email address
● IP address
● Clickstream data
● Telephone number
● Location information
● Sexual orientation
● State of Origin
● Birthdates



Some organizations that collect personal data 
in Nigeria

Offline Online

● NIMC
● INEC
● Nig. Immigration 
● VIO/ FRSC
● Banks and financial 

institutions
● Hospitals/HMOs

● Google
● Youtube
● Facebook
● Twitter
● Whatsapp
● Trucaller
● ISPs





CASE STUDY

FACEBOOK & CAMBRIDGE ANALYTICA

2013:  Cambridge academic created an app called “This Your Digital Life”. The app 
was used by FB users, their data and their FB friends were harvested.

2014: FB made new rules to limit developers access to user data. The rules were 
meant to prevent third party like  “TYDL” from accessing your friends data without 
their permission. The creator of TYDL didn’t delete the data he had acquired.

2015: Cambridge Analytica “a political consulting firm/company that combines 
data mining, data brokerage and analysis with strategic communication for 
the electoral process”. CA was employed by Fmr. US Presidential candidate Ted 
Cruz to win the election. 

2016: Cambridge Analytical was heavily invested in Trump’s election and they 
influenced his winning. 

2018: It was revealed by a whistleblower, one of the creators of Cambridge 
Analytica that they had the data of over 57 million Facebook users. The world is 
alert.



8 PRINCIPLES OF DATA PROTECTION
Fair and Lawful

Specific for its purpose

Adequate to needs

Accurate and up to date

Not kept longer than needed

Take into account People’s right

Kept safe and secure

Shouldn’t be transferred internationally without adequate protection.



GDPR FOR BEGINNERS











● The data subject:
    Provides their personal data for processing
● The data controllers:
   Determines the purpose and means of processing the 
personal   data
● The data processors:
   Processes personal data on behalf of the data controller
● Third parties:
  Receives personal data from a data controller of data 
processor
  

Personal data protection ecosystem Actors



● Data subject provides personal data to the data 
controller

● Data controller provides personal data to the data 
processor

● Data subject provides personal data to the data 
processor for processing on behalf of the data 
controller

● Data controller provides the data subject upon 
request made by the data subject

● Data processor provides personal data to the data 
subject as directed by data controller

● Data controller provides personal data to a 
third-party

Personal data protection ecosystem in 
Nigeria: Interactions



HOW TO PROTECT YOUR DATA 
ONLINE

Back up your 
data

Always use 
anti-malware

Set system to 
update app 

automatically

Turn off you 
computer when 

not in use

Password your 
hotspot/internet 

device

Don’t store 
passwords on 
phone/laptop

Switch off the 
internet when 

not in use

Always disable 
Bluetooth when 

not in use

Lock your 
phone

Read privacy 
setting 

Be mindful of 
the apps you 

install 
Be Weary of  
PHISHING



YOUR DIGITAL FOOTPRINTS
•

•

•
•



Check Privacy Settings 



Facebook Privacy Setting



TWITTER PRIVACY SETTING 



DELETE UNUSED APPS 

•













POLICY RECOMMENDATION



CONCLUSION 




