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My discussion points will cover:


Need for open algorithm code in the 4 th Industrial Revolution



Defining algorithms and artificial intelligence (AI)



Socio-technical causes of algorithmic bias



Technical and Policy Solutions to algorithmic and societal biases

1. Need for open algorithm code in the 4 th Industrial Revolution
1.1.

Increasing role of Algorithms and AI

Computer algorithms and analytics are playing an increasingly influential role in
government, business and society and underpin popular information services. Major
economies are now entering the new 4th industrial revolution which will bring change
and innovation at an unprecedented rate, fuelled by technological advancements like
artificial intelligence, machine learning, big data, the internet of things and more. LDC
economies are catching up at a crucial juncture when the technology discourse is
moving from internet governance to digital governance and from artificial intelligence
to digital intelligence.
1.2.

Implications of the Generation Z

The changes will most affect the centennials also known as the Gen Z, the oldest of who
will turn 21 in 2018- the first to never know a world without internet; their lives
revolve around smart phones. As this generation join the work force, the future of work
will be social and will see the fusion of social and business technologies as evidenced by
how businesses are targeting social media for advertisements. This is giving rise to new
concepts such as social machines, digital intelligence, social sorting, and social physics.
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The coming era will bring its own challenges; for example, algorithm-based decisions
may bake in long-standing societal biases that adversely impact historically
disenfranchised groups. The potential harms that arise when computational processes
replace human agency is a recurring concern, especially in cases where algorithms act
as de facto gatekeepers of consequence.
1.3.

Global North & South intelligence divide

Also, this dispensation may amplify the divide between the Global North, on the one
hand, as they have proprietary rights to traditional technologies as well as the evolving
ones such as algorithms and on the other hand, the Global South who use such
technologies. The Global South’s data is being computationally appropriated and
siphoned to power these technologies and their services, for example, targeted
advisements and collection of data for the training and diversification of algorithms, all
done without necessary safeguards, transparency or compensation.
1.4.

Disclosure of Algorithm code

To mitigate this divide, there is a need for accountable, transparent and auditable
algorithms. The e-commerce discussions at the World Trade Organization (WTO) where
number

of

countries

have

proposed

new

rules

with

restrictions

on

disclosure/transfer/access to source code and algorithms is therefore worrying and will
ensure that the lease developed countries ( LDC ) economies will always play the second
fiddle to the advanced ones. The proposals that have been tabled largely reflect the
demands of large transnational corporations and would benefit them, to the detriment
of micro, small, and medium-sized enterprises (MSMEs). MSMEs are the least likely to
be able to effectively compete with multinational corporations, who have become global
digital leaders. Search engine effectiveness is based on data from past searches which
are used to train algorithms, but Google owns all the data from past Google searches and
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does not share it. Google’s protection of its algorithms as trade secrets which are never
disclosed means rivals cannot build on them or learn from them (R. Hill & S. Reid Smith,
2107).
2. What is Artificial Intelligence & how it differs from Algorithms?
2.1.


Artificial Intelligence

AI that is currently at an applied stage takes the form of special purpose systems
capable of doing narrow tasks such as facial recognition, natural language
processing or internet searches.



Ultimately, experts in the field are working to get to more generalized AI (often
referred to as AGI), where systems can handle any task that intelligent humans
could perform, and most likely beat us at each of them. See fig 1 &2.



Artificial intelligence applications are a superset of Machine Learning, Deep
Learning and Reinforcement Learning.



At the core, artificial intelligence is about building machines that can think and
act intelligently and includes tools such as Google's search algorithms or the
machines that make self-driving cars possible (machine learning algorithms).

Figure 1: An overview of the migration from rule-based decision-making to
artificial intelligence
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2.2.


Algorithms

In mathematics and computer

science,

an algorithm is

an

unambiguous

specification of how to solve a class of problems. Algorithms can
perform calculation, data processing, and automated reasoning tasks: searching
and sorting algorithms that break down into subtypes such as binary search,
selection sort, insertion sort, merge sort and quicksort


In carrying out their functions, algorithms determine knowledge and present it
in ways that are both digestible and consumable by users. For example, Google
or Bing, as internet intermediaries, are programs and algorithms that search
databases and internet sites for documents containing key words specified by
users. They allow users to search the World Wide Web for specific information
which are then organized, ordered, indexed and presented to the user in a series
of hyperlinks.



Algorithms are created through mathematical and engineering (coding)
repetition, trial and error; play; collaboration, discussion; and negotiation.
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Networked algorithms with a 100 hands reaching out into them

2.3.

Digital Intelligence

Digital technologies enabled economic and social intelligence that is transforming
economic structures is being called as ‘digital intelligence’. Going beyond the underlying
technologies, like AI, the term includes the associated business, economic and social
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processes that together act and impact as the ‘digitally intelligent’ economic or social
agent. This more general term also has the advantage of capturing a larger set of
technologies that have impressively intelligent outputs like data analytics and
algorithms which are not exactly AI (the term ‘algorithm economy’ also gets employed).
Many such intelligent technologies operate severally and jointly, along with human and
organisational inputs of intelligence and objectives, to underpin the new digital
economy systems. This is typified in smart cities as shown in the figure below.
A smart city is an urban area that uses different types of electronic data collection
sensors to supply information which is used to manage assets and resources efficiently.
... A smart city may therefore be more prepared to respond to challenges than one with
a simple "transactional" relationship with its citizens.

3. Algorithmic Bias and Discrimination
Despite the current benefits, the rise of Apple, Amazon, Alphabet, Microsoft, and
Facebook hasn’t been a panacea to society’s problems as anticipated. Some cynics
consider their services to be essentially just about finding patterns in vast quantities of
data (Julia Powles & Helen Nissenbaum, 2018) which has led to loss of human agency
and outsourcing our brains (Singh, 2018).
These developments have occasioned biases in technical and social contexts as follows:
3.1.

Bias in the way AI technologies are built

a. Data collection realm
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How data is collected to actually produce AI, for example, the proposed
collection of African facial features through facial recognition technology in
Zimbabwe and the hegemonic data collection by the FAGMAS such as Amazon.

b. Technical realm


Non-linear variables selection process in the algorithm design , and the output
verification process and also the shift toward the application of ‘bottom up’
machine-learning algorithms

c. Questions that arise


What are ethical challenges with mass data collection?



What are the surveillance capabilities of smart cities?



What could go wrong when machines mimic humans, e.g. Pepper the Robot?

Pepper, the robot at Middlesex University, UK still made mistakes despite being fed
with huge amounts of data and being in a controlled environment.
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3.2.


Biases in the way and social context algorithms are deployed
Information retrieval, recommendation, classification, categorization and
representation schemes e.g., vocabularies, standards, etc.



Algorithm-based decisions may bake in long-standing societal biases that
adversely impact historically disenfranchised groups (Powell, Catherine and van
Buren Abigail, 2018).



Word embedding: a class of natural language processing techniques that enable
machines to sensibly use human language, absorb the accepted meaning of
words including the human biases, such as gender stereotypes (e.g., associating
male names with concepts related to career, and female names with
home/family (Caliskan et al., 2017).



There are also biases in the broader interactions between individuals,
technologies and data/information (The ‘Social Machine’)



Algorithms are created through training datasets and can only be as good as
those datasets, in other words, they are a direct reflection of the training
datasets.



The most influential corporations in this sphere, for example, economic agents
like Amazon, Apple, Microsoft, Google, Facebook, Baidu, and Tencent wield
extraordinary power from a distance. They develop rules, standards, and
guidelines, often in Silicon Valley, to determine for people around the world the
appropriate boundaries of expression.



Therefore, algorithmic determination of knowledge can be traced to decisions
made by individuals and groups of individuals operating within particular local,
linguistic, regional, religious, bureaucratic cultures, reflect a north-centric
sensibility based on the concept of the social construct of a reasonable average
white middle class man.



Those working on AI issues still have a detachment from affected communities in
the discovery that systems driven by data about our world replicate and
amplify racial, gender, and class inequality (Julia Powles & Helen Nissenbaum,
2018).
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3.3.
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Examples of Bias and Discrimination



Online ads that show men higher-paying jobs;



delivery services that skip poor neighbourhoods;



facial recognition systems that fail people of colour;



recruitment tools that invisibly filter out women

4. Proposed solutions to socio-technical causes of bias in algorithmic systems
The work/projects that address AI bias have followed various routes that include
technical/ethical routes, for example, the Accenture fairness tool, IEEE Standards and
Unbias; policy approaches such as the GDPR, social approaches including advocacy.
4.1.

Technical and Ethical Approaches to minimising bias

Examples
a. UnBias: University of Nottingham
The multi-disciplinary project seeks to emancipate users against algorithmic biases for
a trusted digital economy.
This project aims to closely work with young people to further understand how aware
'digital natives' are about algorithm bias, their attitudes and main concerns and
recommendations when interacting with such systems. This information will help
designers and policy makers to better understand the way young people interact with
such systems and identify youth-led solutions for teaching critical thinking toward
digital information systems.
It applies different engagement tools and methodologies including focus groups,
workshops and youth 'juries' to facilitate discussion, reflection and a deeper
understanding of youth online behaviour and youth-lead software solutions.
b. The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems
The Initiative ensures every stakeholder involved in the design and development of
autonomous and intelligent systems is educated, trained, and empowered to prioritize
ethical considerations so that these technologies are advanced for the benefit of
humanity.
Ethically Aligned Design: A Vision for Prioritizing Human Well-being with Autonomous
and Intelligent Systems (A/IS) represents the collective input of several hundred
participants from six continents who are thought leaders from academia, industry, civil
society, policy and government. The goal of Ethically Aligned Design is to advance a
public discussion about how we can establish ethical and social implementations for
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intelligent and autonomous systems and technologies, aligning them to defined values
and ethical principles that prioritize human well-being in a given cultural context.
c. Accenture “AI fairness tool”
The tool helps its customers identify and fix unfair bias in AI algorithms. The idea is to
catch discrimination before it gets baked into models and can cause human damage at
scale.
It is one piece of a wider package the consultancy firm has recently started offering its
customers around transparency and ethics for machine learning deployments — while
still pushing businesses to adopt and deploy AI.
The tool — which uses statistical methods to assess AI models — is focused on one type
of AI bias problem that’s “quantifiable and measurable”. Specifically it’s intended to help
companies assess the data sets they feed to AI models to identify biases related to
sensitive variables and course correct for them, as it’s also able to adjust models to
equalize the impact.
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4.2.

Criticism of Technical approaches

However, Julia Powles & Helen Nissenbaum, 2018, criticise the current technical based
fairness approach which bases the competing constructs of the term in measurable,
mathematical form and restricting the science of computational fairness to engineers
and technologists, thus limiting the entire imagination of ethics, law, and the media.
Addressing bias is a social problem and not just a computational problem.
Secondly, the collection of African and female faces by facial recognition technology to
“equalize” representation merely co-opts designers in perfecting vast instruments of
surveillance and classification. When underlying systemic issues remain fundamentally
untouched, the bias fighters simply render humans more machine readable, exposing
minorities in particular to additional harms (Julia Powles & Helen Nissenbaum, 2018).
4.3.

The Technical community’s response to the criticism

To address such criticisms, the technical communities such as the IEEE Global Initiative
and the UnBias project, to name just two, may be based in engineering/CS groups, but
are making great efforts to include the wider non-technical views on fairness.
These initiatives are multidisciplinary and have lots of people form law and social
sciences, for example, tech ethicists. The IEEE P70003 Group is an open group which
includes underrepresented groups from the BAME and LDCs.

The groups are

constituted as such as they acknowledge that algorithms are multi-dimensional and the
concept of unfairness is messy as shown in the diagram below.
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4.4.

Social approaches to minimising bias

There have been research and advocacy calls for technology and data fairness for the
Global

South.

In

order

to

demonstrate

a

commitment

to being

transparent and accountable for the data they collect, organisations that mine big data:


Need to become interpreters of their algorithms. Someone on their data science
team needs to be able to explain the math to the public. Data visualizers and data
storytellers should tell the story behind that data- “how we got here” explanation
(ICTworks,2018).



The creators and arbiters of data- organisations that use the third party big data
analysis should actively ask where the data comes from, what steps were taken
to audit it for inherent bias as part of the chain of demanding algorithmic
accountability” (ICTworks, 2018).

4.5.

Policy approaches to minimising bias

a. Need for evidence-based policy approaches
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b. Policy proposals


Open Contracting

Knowledge of where the data originated requires the Global South countries to adopt
the Open Contracting Data Standard (OCDS) which enables disclosure of data and
documents at all stages of the contracting process by defining a common data model.
The model was created to support organizations to increase contracting transparency,
and allow deeper analysis of contracting data by a wide range of users. At the moment,
many countries in the Global South are not being given necessary access to their
countries’ own data which stays hidden under contract rules and public citizens cannot
access, and therefore take the benefit, from it.
The absence of regulations that mandate equal access to collected data will likely
prolong the current mismatch between the pace of the data collection among big
established companies and small, new, and local businesses.
Equally important in the distribution of content is the fact that the vast majority of
social media act like silos. APIs play an important role in corporate business models,
where the industry controls the data it collects without reward, let alone user
transparency. Negotiation of the specification of APIs to make data a common resource
should be considered, for such an effort may align with the citizens’ interest (Cordova,
2018)


Free flow of non-personal data within Africa

Open contracting could be augmented by the free flow of non-personal data across the
region, for example, the European recently ended data localisation requirements within
the Member States by adopting a Regulation on the free flow of non-personal
data proposed by the European Commission in September 2017. This regulation adds a
key pillar of the Digital Single Market meant to facilitate a digital economy and society.
Opening up of data through opening contracting arrangements is also seen at local
levels despite the competing values inherent in data stewardship, for instance, some
universities are imposing open access requirements, whereby researchers must provide
14

access to their data as a condition of obtaining grant funding or publishing results in
journals (Borgman,2018).
Better flows of disaggregated data is not only an E-commerce issue but will lead to the
training of African algorithms.


Inclusive algorithm design

Algorithmic accountability in the context of open contracting becomes even more
necessary since big international corporations such as Facebook have been signing
secretive contracts with Global South governments and local operators.
This has led private sector platforms like Facebook, Apple, Amazon, Alphabet, Microsoft,
Google, and Twitter to become primary sources of information and vehicles for
expression; they effectively function as the public square for civic engagement. Their
algorithms affect their users’ access to information and how they form political
opinions. This has created conceptual confusion about the roles and responsibilities of
social media platforms in democracy, digital society and economy (David Kaye, 2018).
As a first step towards data fairness, these corporations need to involve local
communities in to input into the training data and social media companies need to
involve such communities in governing their platforms. According to David Kaye
(2018), they could take steps like diversifying leadership, enabling greater local content
moderation not outsourced to contractors, and engaging deeply with the communities
where they operate are essential.
If the companies cannot make these kinds of changes, they need to explore how they
could design algorithms that reflect the diversity of the regions where they operate, in
the case of social media platforms, spin off national versions of their platforms (David
Kaye,2018).
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4.6.

Policy Initiative examples

GDPR Article 22: Automated individual decision-making, including profiling.
The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him
or her or similarly significantly affects him or her.
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