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ABSTRACT:

It is pertinent to adopt policies that encourage globalisatioil transnational relations in the
information age, not policies that restrict global trade. This article examines the concept of Data
Localization, the objectives and implications of Data Localization. It examines the current legal
framework for Data Laoalization in Nigeria, showing the lorAgrm challenges it may pose to
development. It also provides alternative policy measures that may be adopted in place of strict
localisation laws. The article also examines data localisation policies from selectiestintthe

world. This study employs secondary and qualitative research methods to arrive at its findings.
From the research conducted, we found that mandatory data localisation creates several
challenges, especially for developing economies like Nigetiéch include: negative economic
impact, increased organisational cost, data vulnerability, an impediment to global trade and
increased difficulties in the financial services sector. It is recommended that in place of data
localisation, the Government shld explore policy alternatives like conditional (soft) localisation,
sectoral localisation or incentivising local storage of Data through tax incentives and improved
infrastructure facilities.

1.0.INTRODUCTION

Over the last decadeyer seventeer\frican countries have passed data localisation 1aws of
August 2019, more than 60 countrieshe tvorld have made regulations on Data Localizatithile
addressing the First Annual Summit on Data Localization in Nigeria that h&@ éanuary 2016he
former Acting DirectoiGeneral and current DirectoeGovernment Development and Regulatory,
NITDA, Dr Vincent Olatuniji, stated that the Office for Nigerian Content Development role in achieving
the Governmeiis quest for the Localisation of Data hosting has become more critical now that data is

the currency used among the internet community. Hedstaat:

AWhy we are emphasising on Localisation of Data hosting are due tmgsbenefits. If we

are going to create jobs in the country, enable wealth creation, play better in the internet space

ILexi Novitske O6Data Localization Laws are Making AfTr
https://weetracker.com/2019/09/20/Ddtacalizationlaws-aremakingafricantradelessfree/ accessed on 20

June 2021

2Eri k van der Mar el , Matthias Bauer and Martina Ferr
the Free Flow of Dataand Ddtao c al i zati ond6 [ 2016], Gl obal Commi ssi on
https://www.cigionline.org/publicationsAcingeconomieimpactof-requlationsfree-flow-of-DataandData
Localizationaccessed on 20 June 2021
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and ensure secured processes, especially nayovernnent, ehealth, eeducation, e

commerce, etc., are picking up, it is absolutely important that we follow the laws of thé land.

The above position appeared to reflect the Governimetdnce as regards data localisation, and this
was reflected in the DaRrotection Bill 2019. It was, therefore, a surprising but welcome development
when the Data Protection Bill 2020 made a deviation from the localisation requirements in the 2019 bill
and took a more liberal approach to localisation. This article examimesttisept of Data Localization,
the objectives and implications of Data Localization, alternatives to data Localisation, and the current
legal framework for Data Localization in Nigeria.

1.1.Data Localisation
Data Localization has been definedfi®e act ofstoring data on any device that is physically present
within the borders of a specific country where the data was genéfa®thnder and Lé broadly
described it as a measduithat specifically encumbers the transfer of data across a national &order.
Data Localisation can also be described as a policy that requires businesses to establish computing
facilities within the host countfg territory in which the business operates (localised Data hoSting).
could also be translated as an explicit requiragrbgm government for internbiased service providers

to route data packets only within state borders (localised Data roGting).

1.2.Policy measures for Data Localization in Nigeria

1.2.1. The Data Protection Bill 2019 and the Draft Data Protection Bill 2020

The Draft Data Protection Bill 2020 abandons the Data Localization requirements of its predecessor,

the Data Protection Bill 2019, which provided that Data Controllers and Data Processors of Personal

3 Nigeria communication week ONC/NITDA, Rack Centre Ring Hope for Data Hosting in Ni¢@@aJanuary

2016) https://www.nigeriacommunicationsweek.com.ng/oncnitigk-centrering-hopefor-Datahostingin-
nigeria%E2%80%8E/?PageSpeed=noscaiptessedrm20 June 2021

4What is Data Localization?Definition from Techopediaattps://www.techopedia.com/definition/32506/data
localizationaccessed o020 June 2021

SAnupam Chandea nd Uy °n P. L°, o6Data Nationalismdé (2015) 64
SKaushambi Bagchi and Sashank Kapilavai, 60Pol itical
Conference of the International Telecommunications Society: "Beyond the bosnddrédlenges for business,

policy and society", Seoul4-27 June 2018) 4.

"John Sel by, o6Data Localization |aws: trade barriers ¢
25 International Journal of Law and Information Technolog, 214
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Data must record, systematise, accumulate, store,drosfyd, update and retrieve Personal Data on

devices that are physically located within Nigésiterritorial jurisdictiorf.

The 2019 bill further provided in section 49 that a contravention of section 36 would lead to a fine of
8,000,000,000.00 (Eight Bitin Naira) or not less than ten years imprisonment. The passage of this
provision would have created difficulties for online content sharing and service providers who store
personal Data belonging to Data subjects in Nigeria outside Nfg€ha.2020 drafbill, however,
provides thafiEvery data controller and data processor under this Act shall process personal data on
devices under its control whether physically located within Nigeria ai*®hdthe only condition
imposed by the Bill is that the data pessomrovidesoptimal technical and managerial measures to

protect personal data against risks
1.2.2. National Cloud Computing Policy Version 1.2 August 2019

Although the Nigeria Cloud Computing Policy (NCCP) adopfi€kud Firsb proposition to Federal
Pubic Institutions (FPIs) and SMEs, the policy also classifies data based on sensitivity, and this
classification determines the Localisation policy be adopted. The policy classified Data in the following

categories:

a. Official, public or non-confidential Data (Data of limited sensitivity):
This category is consists of data that is publicly available anegsesitive. It is the most significant
type of data held by public sector organisations. There is no requiremsturé this kind of data
locally.

b. Confidential, routine government business Data (Data of moderate sensitivity):
This category may include health and financial data about natural persons. This information can be
securely held in a public cloud environméf appropriate safeguards are in plathis type of Data

must reside primarily in a cloud framework within the Nigerian territorial boundary.

8 Section 36 of the Data Protection Bill 2019

9 bid.

10 Section 33 of the Draft Data Protection Bill 202@ps://nationalpopulation.gov.ng/drafataprotectionbill-
2020/accessed on 26 June 2021

11 Section 34 of the Draft Bill available atitps://nationalpopulation.gov.ng/drafataprotectionbill-2020/
accessed on 26 June 2021
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c. Secret, sensitive Government and citizen Data:

This type of data is related to natural and juridical pexsdhis data is classified sensitivé because

the loss of confidentiality, integrity, or data availability could have serious, adverse, and material effects

on the Data Subject or related entiti€his type of Data must reside primarily in a cloudrieavork
within the Nigerian territorial boundary

d. Classified or National security information:

This type of data is considered sensitive to national security and thus requires additional safeguards.

This type of Data must reside only-premise of thepublic institutions or collocated or in a cloud

within the Nigerian territorial boundary.

1.2.3. NITDA Guidelines for Nigerian Content Development in Information and

Communication Technology (ICT) 2013

These guidelines cover subscriber and consumer Data hogteglebommunications companies,

network service companies, and ICT companies; and sovereign Data hosted by ministries, departments,

and agencies of Nigeda federal government and information management comp&rte®quires

data and information managent companies to host all sovereign #atéocally in Nigeria. The

Guideline prohibits the transfer of Sovereign data outside the shores of Nigeria without &ITDA

express approval making the crdgxrder transfers or hosting of sovereign datapamenissible only

with NITDAG express apprové.

The Guidelines have the following Data Localisation provisions:

Guideline 12.1(4)requires all ICT Companies to host all subscriber and consumer data in Nigeria.

12 Guidelines 11.1(4), 12.1(4), 13.1(2), and 13.2(3), NITDA ICT Guidelinegps:/nitda.gov.ng/wp
content/uploads/2019/08/NCCPolicy New.jagtessed on 20 June 2021

13 Sovereigrdata in this sense means government data

¥ Lambo, Olayinka, Orabueze, And Ekep ar a, 6éData Localization Laws:
Advisor, https://www.uubo.org/media/1795/ddtzalizatiorlaws-nigeriaw-022-1015.pdfaccessed or20 June
2021

Page |4

Ni ge


https://nitda.gov.ng/wp-content/uploads/2019/08/NCCPolicy_New.pdf
https://nitda.gov.ng/wp-content/uploads/2019/08/NCCPolicy_New.pdf
https://www.uubo.org/media/1795/data-localization-laws-nigeria-w-022-1015.pdf

Guideline 13.2(1)mandates all MDAs of Nigeats Federal Government to host their websites locally

and under a registered .gov.ng donain.

Guideline 14.1(2) & (3)requires all Data and information management companies to host all sovereign

Data in Nigeria and ensure compliance within 18 months thenpublication of these guidelines.
1.2.4. CBN $ mandatory 2011 Guidelines on Point of Sale (POS) Card Acceptance Services:

The Guidelines prohibits the routing of transactions outside Nigeria for switching between Nigerian
issuers and acquirers. It also maedatntities engaging in point of sale (POS) card acceptance services
in Nigeria to use a local network switch for all domestic POS and ATM transat&idie Guidelines
cover all domestic transaction data of cardholders in Nigeria. A cardholder is a&oy gesued a
payment card whose account will be debited to settle transactions performed with the payniént card.

The POS guideline is, however, silent on Cioseder transfer of data.
1.2.5. Absence of penalties for violation:

Although the Data Protection bR0019 placed a very harsh penalty on violation of its data localisation
provisions, the Guidelines on Point of Sale (POS) Card Acceptance Services, the NITDA ICT
Guidelines and the National Cloud Computing Policy do not specify any penalties for violatias

makes enforcement of these laws very theoretical and challenging.
1.3.Reasons for Data Localization
a. Geopolitical Concerns

Governments view data localisation to ensure the safety and protection of data in the event of a global

geopolitical crisis. For istance, a significant amount of crassrder data flow is managed through

5 Lambo, Olayinka, Orabueze, And Ekep ar a, 6 Data Localization Laws: Nige
Advisor, https://www.uubo.org/media/1795/ddtzxalizatiorlaws-nigeriaw-022-1015.pdfaccessed o080 June

2021

16 Guideline 4.4.8 POS Guidelines

17 Guideline 4.4.8 and Appendix 1(b), POS Guidelines.
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